
Fault Links:  Exploring the Relationship Between 
Module and Fault Types 
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Abstract.  Iau3t% 3inks% represent% re3ations2ips% Jet?een% t2e% t*pes% o(% )istakes%
)ade%and% t2e% t*pe%o(%)odu3e%JeinG%deve3oped%or%)odi(ied5% %K2e%existenCe%o(%
suC2%(au3t%3inks%Can%Je%used%to%Guide%Code%revie?s-%?a3kt2rouG2s-%a33oCation%o(%
veri(iCation%and%va3idation%resourCes-%testinG%o(%ne?%Code%deve3op)ent-%as%?e33%
as%Code%)aintenanCe5%%Fe%present%an%approaC2%(or%CateGoriMinG%Code%(au3ts%and%
Code%)odu3es-% and%a%)eans% (or%exa)ininG% re3ations2ips%Jet?een% t2e% t?o5%Fe%
suCCess(u33*%app3ied%our%approaC2%to%t?o%Case%studies5%%%%

1. Introduction 

>s%?e%seek%to%deve3op%ever%)ore%Co)p3ex%s*ste)s-%so)e%?it2%Grave%ConseNuenCes%
o(%(ai3ure-%?e%)ust%strive%to%i)prove%our%teC2no3oGies%(or%deve3opinG%and%ensurinG%roO
Just-%re3iaJ3e%so(t?are5%%Iau3tOJased%ana3*sis%and%(au3tOJased%testinG%are%re3ated%teC2O
no3oGies%t2at%seek%to%address%t2is%C2a33enGe5%
Iau3tOJased%testinG%Generates%test%data% to%de)onstrate% t2e%aJsenCe%o(%a%set%o(%preO

speCi(ied% (au3ts5% % <i)i3ar3*-% (au3tOJased% ana3*sis% identi(ies% statiC% teC2niNues% PsuC2% as%
traCeaJi3it*% ana3*sis% t2at% s2ou3d% Je% per(or)ed% to% ensure% t2at% a% set% o(% preOspeCi(ied%
(au3ts%do%not%exist5%%>s%part%o(%(au3tOJased%ana3*sis-%a%proQeCt%)anaGer%Can%use%2istoriO
Ca3%data%to%deter)ine%?2at%(au3t%t*pes%are%)ost%3ike3*%to%Je%introduCed%or%Can%per(or)%
a%risk%ana3*sis%to%deter)ine%?2at%(au3t%t*pes%?ou3d%Je%)ost%devastatinG%i(%over3ooked5%%%
Rote%t2at%(au3tOJased%ana3*sis%is%an%ear3*%3i(eC*C3e%approaC2%t2at%Can%Je%app3ied%prior%
to%i)p3e)entation%S,TU5%%Ior%exa)p3e-%deve3opers%o(%version%,V%o(%a%so(t?are%s*ste)%
Cou3d%use%in(or)ation%on%t2e%nu)Jer%and%t*pe%o(%(au3ts%(ro)%versions%W%and%X%to%Guide%
t2eir%Code%?a3kt2rouG2s5%
Yased%on%our%?ork%on% a% se)antiC%)ode3% o(% (au3ts% SZVU-%[((utt\s%?ork%on% testinG%

Coup3inG%S@XU-%our%?ork%on%traCeaJi3it*% S,]U-%and%on%reNuire)ent%(au3ts% S,TU-%?e%deO
ve3oped% a% ConQeCture% aJout% (au3ts^% % K2e% t*pes% o(% )istakes% )ade% J*% proGra))ers%
3arGe3*%depend%on%t2e%t*pe%o(%)odu3e%t2at%is%JeinG%deve3oped%or%)odi(ied5%%Fe%re(er%
to%t2is%as%a%_(au3t%3ink`5%>%(au3t%3ink%is%a%re3ations2ip%Jet?een%t2e%t*pe%o(%)odu3e%JeinG%
deve3oped%or%C2anGed%and%t2e%(au3t%t*pe5%%Ior%exa)p3e-%?e%posit%t2at%i(%a%deve3oper%is%



?ritinG%a%4o)putationa3OCentriC%)odu3e-% it% is%)ore% 3ike3*% t2at% a% Co)putationa3% (au3t%
?i33%Je%introduCed5%%K2ouG2%t2is%)a*%see)%intuitive%or%_not%surprisinG-`%note%t2at%CurO
rent3*%t2ere%are%no%e)piriCa3%resu3ts%to%Con(ir)%it5%%%
.(%?e%Can%de)onstrate%t2at%(au3t%3inks%exist%and%i(%?e%Can%Codi(*%t2e)-%?e%Can%i)O

prove% t2e% deve3op)ent-% testinG-% and% )aintenanCe% o(% Co)p3ex% Co)puter% s*ste)s% in%
severa3%?a*s5%%Fe%Can%o((er%preventative%ite)s%(or%?a3kt2rouG2%C2eCk3ists%(or%ne?3*%
deve3oped% Code5% % Fe% Can% reCo))end% t2at% exit% Criteria% Je% added% to% ?a3kt2rouG2%
C2eCk3ists%(or%)aintained%Code5%%Ior%exa)p3e-%i(%a%Co)putationa3OCentriC%)odu3e%is%JeO
inG%exa)ined-%do%not%exit%t2e%?a3kt2rouG2%unti3%an%extra%C2eCk%2as%Jeen%)ade%to%enO
sure% t2at%no%Co)putationa3%errors%exist5% %Fe%Can%o((er%a% 3ist%o(% (au3tOJased% tests% t2at%
s2ou3d%Je%ConduCted%Jased%on%t2e%(au3t%3inks5%%Fe%Can%Guide%t2e%a33oCation%o(%veri(iCaO
tion%and%va3idation%resourCes%to%Jest%reduCe%risk5%
K2e% re)ainder% o(% t2e% paper% is% orGaniMed% as% (o33o?s5% % <eCtion% @% presents% re3ated%

?ork5% %<eCtions%Z% and%a%?i33% present% t2e%)odu3e% taxono)*%and% (au3t% taxono)*-% reO
speCtive3*5% % <eCtion% T% disCusses% t2e% researC2% ConQeCtures5% % <eCtion% ]% disCusses% t?o%
open%sourCe%so(t?are%Case%studies5%Fe%(ound%evidenCe%in%(avor%o(%(our%o(%t2e%ConQeCO
tured%(au3t%3inks%Pas%?e33%as%?eak%evidenCe%(or%an%additiona3%t?ob-%suC2%as%EataOCentriC%
)odu3es%2avinG%)an*%Eata% (au3ts5% %Fe%a3so% (ound%evidenCe%o(% six%unexpeCted% (au3t%
3inks5%4onC3usions%and%(uture%?ork%are%presented%in%<eCtion%c5%

2. Related Work 

Iau3ts%2ave%traditiona33*%Jeen%C2araCteriMed%J*%s*ntaCtiC%CateGories%Sa-%@@-%,XU-%inO
C3udinG% ?2ere% in% t2e% proGra)% t2e% (au3ts% appear% S,cU-% ?2iC2% so(t?are% deve3op)ent%
p2ase%Generated%t2e%(au3ts%S@T-%@VU-%?2at%testinG%p2ase%(ound%t2e%(au3ts%SZVU-%and%?2at%
t*pe%o(%state)ent%or% 3anGuaGe%(eature%t2e%(au3ts%oCCur%on%S,@U5% %>s%part%o(%a%R><>O
(unded%proQeCt-%&a*es%2as%deve3oped%a%taxono)*%o(%reNuire)ents%(au3ts%t2at%is%Jased%
on%s*ntaCtiC%proJ3e)s%in%t2e%reNuire)ents%S,TU5%
>%(e?%atte)pts%2ave%Jeen%)ade%to%C3assi(*%(au3ts%Jased%on%t2e%)enta3%)istakes%t2at%

proGra))ers%)ake5%%.YMds%[E4%is%one%suC2%sC2e)e%S,WU5%%.t%assiGns%)enta3%)istakes%
as%part%o(%a%3arGer%C3assi(iCation%sC2e)e5%
0esearC2ers%2ave%a3so%exa)ined%C2anGe%patterns%o(%)odu3es5%%Ga33%et%a3%S,ZU%used%

in(or)ation%aJout%C2anGes%CoverinG%a%siMeaJ3e%nu)Jer%o(%re3eases%to%unCover%3oGiCa3%
dependenCies%and%C2anGe%patterns%a)onG%)odu3es5%%K2is%?as%used%to%identi(*%3oGiCa3%
Coup3inG%a)onG%)odu3es%to%unCover%struCtura3%s2ortCo)inGs5%%K2e%?ork%does%not%disO
Cri)inate%Jet?een%CorreCtive%)aintenanCe%or%en2anCe)ent% re3ated%C2anGes-% t2us%did%
not%atte)pt%to%C3assi(*%(au3ts5%%<i)i3ar3*-%Yie)an%et%a3%STU%identi(ied%C2anGeOproneness%
o(%4ff%Code%Jased%on%intentiona3%use%o(%patterns%Por%3aCk%t2ereo(b5%%F2i3e%t2is%ana3*sis%
(ound% t2at% so)e% patterns% are% )ore% C2anGeOprone% in% di((erent% CateGories% o(% )ainteO
nanCe%PCorreCtive%versus%en2anCe)ent% re3ated%C2anGesb-% t2ese% (au3ts%?ere%not%C3assiO
(ied5%Yie)an%et%a3% S]U% (ound%a%stronG%re3ations2ip%Jet?een%C3ass%siMe%and%nu)Jer%o(%
C2anGesg%3arGer%C3asses%C2anGed%)ore%(reNuent3*5%%>3so-%C3asses%t2at%partiCipate%in%deO
siGn%patterns%andhor%are%reused%t2rouG2%in2eritanCe%are%)ore%C2anGeOprone5%%K2e*%did%
not%identi(*%t2e%t*pe%o(%C2anGe%or%(au3t%in%t2ese%studies5%
[23sson% et% a3% SZ,U%)ode3ed% (au3t% proneness% statistiCa33*% over% a% series% o(% re3eases5%%

K2is%inC3uded%a%variet*%o(%C2anGe%)easures%at%various%3eve3s%o(%ana3*sis-%suC2%as%t2e%



nu)Jer%o(%de(eCt%(ix%reports%attriJuted%to%a%)odu3e-%an%interaCtion%)easure%o(%de(eCt%
repairs% t2at% invo3ved%)ore% t2an% one%)odu3e-% and% i)paCt% o(% C2anGe%)easures% P2o?%
)an*%(i3es%a((eCted-%2o?%)an*%C2anGes%(or%eaC2-%various%siMe%o(%C2anGe%)easures%J*%
t*pe% o(% (i3eb5% %K2e% ana3*sis% o(% t2e% Case% stud*% data% s2o?ed% t2at% (au3tOprone%)odu3es%
s2o?ed%2iG2er%s*ste)%i)paCt%aCross%(our%re3eases-%?2ere%s*ste)%i)paCt%is%de(ined%as%
tota3% nu)Jer% o(% C2anGes% to% 5C% and% 52% (i3es% in% a% re3ease% per%)odu3e5% %K2is%)otivated%
ConstruCtion%o(%a%(au3t%arC2iteCture%S@aU-%?2iC2%deter)ines%(au3t%Coup3inG%and%Co2esion%
)easures% at% t2e%)odu3e% and% suJs*ste)% 3eve3s-%?it2in% a% re3ease% and% aCross% re3eases5%%
Rikora%and%Munson%presented%a%prediCtor%(or%(au3t%prone%)odu3es5%%K2e*%used%a%set%o(%
)etriCs%and%a%reduCed%set%o(%do)ains%to%Jui3d%t2eir%prediCtor5% %K2e*%did%not%C3assi(*%
(au3ts% t2ouG2%and%did%not%C3assi(*%)odu3es%Je*ond%_(au3t%prone`%or%not%_(au3t%prone%
S@WU5`%
[strand%et%a3% SZ@U-%?it2% t2e%ai)%o(%aidinG%orGaniMations% to%deter)ine% t2e%opti)a3%

use%o(%t2eir%testinG%resourCes-%2ave%identi(ied%various%(i3e%C2araCteristiCs5%K2ese%C2arO
aCteristiCs%Can%serve%as%prediCtors%o(%(au3tOproneness5%Y*%exa)ininG%a%series%o(%,Z%reO
3eases%o(%a%3arGe%evo3vinG%industria3%so(t?are%s*ste)-%t2e*%oJserved%t2at^%Pib%(au3ts%are%
ConCentrated% in% s)a33% nu)Jers% o(% (i3es% and% in% s)a33% perCentaGes% o(% Code%)ass-% Piib%
s2ortC2anGinG%t2e%testinG%e((orts%(or%previous3*%2iG2O(au3t%(i3es%is%a%)istake-%and%Piiib%
_a33%3ateOpreOre3ease%(au3ts%a3?a*s%appeared%in%under%Ti%o(%t2e%(i3es`SZ@U5%%
&o?ever-% no% e((ort%?as%)ade% to% C3assi(*%)odu3es% and% (au3ts5% % Ienton% et% a3% S,,U%

2ave% Nuantitative3*% ana3*Med% t2e% (au3ts% and% (ai3ures% o(% a%)aQor% Co))erCia3% s*ste)5%
<o)e%o(%t2eir%oJservations%?ere%identiCa3%to%t2ose%)ade%J*%[strand%et%a3%SZ@U5%Ienton%
et%a3%provided%stronG%evidenCe%to%suGGest%t2at%so(t?are%s*ste)s%t2at%are%deve3oped%unO
der%t2e%sa)e%environ)ent%resu3t%in%si)i3ar%(au3t%densities-%?2en%tested%in%si)i3ar%testO
inG%p2ases5%

3. Module Taxonomy 

>n*%si)p3e%or%Co)p3ex%proGra)%Can%Je%vie?ed%as%a%Co)Jination%o(%various%)odO
u3es5%>%)odu3e%is%Qust%a%part%o(%a%proGra)-%?2iC2%aids%in%per(or)inG%so)e%aCtion%or%in%
)akinG%deCisions%to%per(or)%aCtions5%>%)odu3e%Can%Je%a%sinG3e%state)ent%or%a%sinG3e%
(unCtion%or%proCedure%t2at%ContriJutes%to%t2e%purpose%o(%t2e%proGra)5%
Fe%identi(ied%t?o%)et2ods%(or%CateGoriMinG%)odu3es%J*%t*pe^%
!" Met2od%one^%jroGra)%)odu3es%are%C3assi(ied%Jased%on%t2eir%)ain%purpose5%Fe%ConO
sidered%a33o?inG%)odu3es%to%2ave%a%seCond%CateGor*%Jased%on%t2eir%seCondar*%purO
pose-%Jut%deCided%aGainst%it%(or%t2e%present5%%K2is%represents%a%possiJ3e%area%(or%(uO
ture%?ork5% %K2is%)et2od% is%eas*% to%Co)pre2end%and%app3*%and% is%a3so% (aster% t2an%
)et2od%t?o5%&o?ever-%it%does%not%easi3*%3end%itse3(%to%auto)ation5%

!" Met2od%t?o^%Modu3es%are%C3assi(ied%Jased%on%t2e%perCentaGe%o(%3ines%o(%Code%t2at%
per(or)%speCi(iC%(unCtions-%suC2%as%Co)putation-%data%)anipu3ations-%etC5%Fe%Count%
t2e% nu)Jer% o(% 3ines% t2at% Je3onG% to% a% partiCu3ar% CateGor*% in% a% )odu3e-% se3eCt% t2e%
CateGor*%?it2%t2e%2iG2est%kines%[(%4ode-%and%assiGn%t2e%)odu3e%to%t2at%CateGor*5%
Ior%exa)p3e-%_.I%Psa3ar*%l%,VVVb`%is%a%Contro33er%state)ent5%K2is%)et2od%provides%
in(or)ation%aJout% t2e%state)ents%used% in%a%proGra)%and% is%easi3*%auto)ated%?it2%
so)e%standard%Guide3ines5%Un(ortunate3*-% t2ere%are%dra?JaCks% inC3udinG^% Pib%di((iO



Cu3t% to%per(or)%CateGoriMation-% Piib% ti)e% Consu)inG-% Piiib% tedious%?2en%per(or)ed%
)anua33*-%and%Pivb%not%eas*%to%understand5%
K2is%paper%C3assi(ies%)odu3es%usinG%)et2od%one5%Fe%(o33o?ed%a%suJset%o(%t2e%steps%

in%S,TU%to%deve3op%)odu3e%and%Code%(au3t%taxono)ies^%se3eCt%a%(au3t%taxono)*%as%t2e%
Jasis%(or%t2e%?ork-%exa)ine%sa)p3e%Code%(au3ts-%adopt%or%Jui3d%a%)et2od%(or%extendinG%
t2e%(au3t%taxono)*-%and%i)p3e)ent%t2e%)et2od%(or%tai3orinG%a%taxono)*5%
[ur% oriGina3% )odu3e% and% (au3t% taxono)*% ?as% in(3uenCed% J*% t2e% prior% ?ork% disO

Cussed%in%<eCtions%@%and%a5  Fe%a3so%per(or)ed%a%pi3ot%stud*%on%an%industria3%partner\s%
proQeCt%as%?e33%as%on%student%proGra))inG%assiGn)ents% to% (urt2er%ConstruCt% t2e% taxO
ono)ies5  Fe%app3ied%t2e%t?o%taxono)ies%to%CateGoriMe%t2e%(au3ts%and%)odu3es%in%t?o%
open% sourCe%?eJOJased%proQeCts-% and%deteCted%ne?%CateGories% (or%Jot2% t2e% (au3t% and%
)odu3e%taxono)ies5%K?o%ne?%)odu3e%CateGories%?ere%added%inC3udinG%error%2and3inG%
and%environ)enta3%setup5%IiG5%,%s2o?s%t2e%resu3tinG%GeneriC%)odu3e%taxono)*5%%.t%is%
app3iCaJ3e%to%)ost%proGra)s%and%do)ains-%Jut%Cou3d%Je%tai3ored%to%a%speCi(iC%do)ain%
or%app3iCation%usinG%t2e%proCess%in%S,TU5%EaC2%)odu3e%CateGor*%is%desCriJed%Je3o?5%
!" EataOCentriC^%Modu3es% t2at% dea3%?it2% data% de(inition% and% 2and3inG% (a33% under% t2is%
CateGor*5%>CCess%to%dataJase%is%a3so%C3assi(ied%under%data%CentriC%)odu3e5%
%
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Fig. 1.%Taxonomy of program modules%

!" Error%&and3inG^%K2e%)ain%purpose%o(%)odu3es%in%t2is%CateGor*%is%to%2and3e%exCepO
tions%or%errors%t2at%are%3ike3*%to%oCCur5%

!" 4o)putationa3OCentriC^%Modu3es%?2ose%)ain%purpose%is%to%Ca3Cu3ate%or%Co)pute%reO
su3ts%Je3onG%in%t2is%CateGor*5%>t%t2e%state)ent%3eve3-%an*%state)ent%t2at%C2anGes%an*%
variaJ3e%or%state%o(%t2e%proGra)%(a33s%under%t2is%CateGor*5%

!" 4ontro33er:%>n*%)odu3e%?2ose%)ain%purpose%is%to%Contro3%t2e%seNuenCe%o(%proGra)%
exeCution%(a33s%under%t2is%CateGor*5%%

!" Environ)enta3%setuphCon(iGuration^%%K2e%)ain%purpose%o(%t2e%)odu3es%is%to%set%up%
an%appropriate%environ)ent%(or%t2e%so(t?are%to%(unCtion%e((iCient3*5%

!" 7ie?:%>n*%)odu3e%t2at%desiGns%or%2and3es%Grap2iCa3%userOinter(aCe%Contro3s%or%)aO
nipu3ates%t2e%attriJutes%o(%t2e%Contro3s%is%part%o(%t2is%CateGor*5%>3so-%t2e%state)ents%
used%(or%disp3a*inG%in(or)ation%Je3onG%to%t2is%CateGor*5%



!" .nteraCtion:%>n*%)odu3e%or% state)ent% t2at% per(or)s%a% (unCtion% Ca33% or%passes%paO
ra)eters%to%ot2er%)odu3es%or%tries%to%aCCess%t2e%data%struCtures%outside%t2e%)odu3e%
(a33s%under%t2is%CateGor*5%

4. Fault Taxonomy 

[ur%(au3t% taxono)*%does%not%inC3ude%errors%t2at%Can%Je%CauG2t%J*%t2e%Co)pi3er%at%
Co)pi3e% ti)e5% % Fe% atte)pted% to% )ake% t2e% )odu3e% and% (au3t% taxono)ies% GeneriC%
enouG2%to%Je%3anGuaGe%independent%and%)et2od%independent5%IiG5%Z presents%a%Grap2iO
Ca3%depiCtion%o(%t2e%taxono)*5%K2e%JranC2es%o(%t2e%tree%represent%(au3t%CateGories%t2at%
are% 3anGuaGe% independent-%Jut% t2e% 3eaves%)a*%Je% 3anGuaGe%dependent5%Ior% exa)p3e-%
t2e%Contro3h3oGiC%(au3t%t*pe%app3ies%to%an*%3anGuaGe%Jut%reGister%reuse%?i33%on3*%Je%apO
p3iCaJ3e%(or%3anGuaGes%suC2%as%4%or%asse)J3*%3anGuaGes5%
K2e% (au3t% taxono)*% a3so% takes% praCtiCa3% rea3ities% into% aCCount5% % <peCi(iCa33*-% t2e%

taxono)*%on3*%re3ies%on%JuG%reports%or%proJ3e)%reports%and%does%not%assu)e%t2at%Pup%
to%dateb%speCi(iCations%or%desiGn%are%avai3aJ3e%(or%ana3*sis5   K2e%(o33o?inG%(au3t%t*pes%
are%siGni(iCant%and%2ave%Jeen%inC3uded%JeCause%t2e*%2ave%Jeen%s2o?n%to%Je%i)portant%
(au3t%CateGories%in%t2e%past%SZ-%X-%,V-%,a-%@,-%@Z-%ZT-%Z]U5%
Eata: Incorrect data definition.%Eata% de(inition% invo3ves% assiGninG% a% na)e-% t*pe-%

and%siMe%(or%a%data%ite)5%%<inCe%so)e%data%t*pes%are%Co)patiJ3e%?it2%ot2ers%Pe5G5-%(3oat%
Can%take%an%inteGer%va3ueb-%)isuse%Can%resu3t%in%errors%t2at%are%not%deteCted%at%Co)pi3e%
ti)e5%Improper data initialization is%Caused%J*%t2e%(ai3ure%to%initia3iMe%or%reinitia3iMe%a%
data%struCture%proper3*%upon%)odu3e%entr*%or%exit%SZU5%Exa)p3es%o(%t2is%inC3ude%Contro3%
J3oCks-% reGisters-% or% s?itC2es% not% C3eared% or% reset% Je(ore% transition% S,VU5% % Improper 
data representation5%%Y*%representation%?e%)ean%t2e%?a*s%in%?2iC2%t2e%data%is%stored-%
i5e5-%data%struCture5%K2e%in(or)ation%or%data%Can%Je%stored%in%di((erent%?a*s-%e5G5-%struCO
tured%as%a%dataJase%or%unstruCtured%in%(3at%(i3es5%jroGra)%state)ents%t2at%don\t%proper3*%
aCCount%(or%data%representation%)a*%Co)pi3e-%Jut%Cou3d%resu3t%in%runti)e%proJ3e)s5 
4o)putationa3: Errors%t2at%3ead%to%a%?ronG%va3ue%JeinG%Ca3Cu3ated%(or%a%variaJ3e%or%

reGister%or%s?itC2%Je3onG%in%t2is%C3ass5%
4ontro3h3oGiC:%_Errors%t2at%Cause%an%inCorreCt%pat2%in%a%)odu3e%to%Je%taken%are%ConO

sidered% Contro3% errors% SZU5`% %Fe% Group% 3oGiC% errors% 2ere% a3so5% Statement logic% SZ]U 
(au3ts%Cause%t2e%exeCutaJ3e%state)ents%to%Je%exeCuted%in%t2e%?ronG%order%or%not%at%a335%%
Ior%exa)p3e-%a%proGra)%)a*%(ai3%to%per(or)%va3idation%Je(ore%returninG%t2e%data5 Se-
quence errors% SZ]U%exist%?2en% t2e%order% in%?2iC2%)essaGes%and%Contro3% in(or)ation%
are%sent%is%erroneous5%%Ior%exa)p3e-%t2e%server%proGra)%in%a%C3ientOserver%environ)ent%
)a*% send% an% aCkno?3edG)ent% ?it2out% reCeivinG% an*% reNuest% (ro)% t2e% C3ient5%Un-
reachable code%S@TU%oCCurs%due%to%errors%in%Contro3%or%3oGiC%state)ents5%%Performance 
(au3ts%)a*%a((eCt%t2e%overa33%per(or)anCe%o(%t2e%so(t?are5%
.nter(aCe: &ere%?e% inC3ude% _errors% assoCiated%?it2% struCtures% existinG%outside% t2e%

)odu3e\s% 3oCa3%environ)ent%Jut%?2iC2% t2e%)odu3e%used`% SZU%and%errors% in% t2e%Co)O
)uniCations%Jet?een%)odu3es5%Ior%exa)p3e-%inCorreCt%suJroutine%or%)odu3e%Ca33-%inO
su((iCient%data%trans(er%S@TU-%_inCorreCt%deC3aration%o(%4[MM[R%seG)ent`%SZU%a33%(a33%
under%t2is%CateGor*5%
User% inter(aCe^%Iau3ts% t2at% inter(ere%?it2% t2e% e((iCienC*-%per(or)anCe% and% appearO

anCe%o(%t2e%user%inter(aCe%o(%t2e%so(t?are5%Large response time S@Z-%ZTU%Causes%t2e%inO



ter(aCe%Contro3s%to%respond%?it2%de3a*5%%Lack of naturalness S@,U%is%Caused%J*%a%nu)O
Jer% o(% (aCtors% suC2% as% i33oGiCa3% GroupinG% o(% in(or)ation-% use% o(% upperCase-% use% o(%
arJitrar*%aJJreviations-%etC5%>%natura3%inter(aCe%does%not%Cause%t2e%user%to%siGni(iCant3*%
a3ter%2is%or%2er%approaC2%to%t2e%task%in%order%to%interaCt%?it2%t2e%s*ste)5%%Inconsistency%
SZT-%@,-%,aU%re(ers%to%t2e%3aCk%o(%a%pattern%o(%(a)i3iarit*%desiGned%t2rouG2out%a%prodO
uCt5%Redundancy%S@,U in%a%user%inter(aCe%reNuires%t2e%user%to%enter%unneCessar*%in(orO
)ation%(or%an%operation5%Ior%exa)p3e-%a%user%s2ou3d%never%2ave%to%supp3*%3eadinG%MeO
ros%P_VVVXV5aT`%instead%o(%_XV5aT`b5%%Complexity SZTU%3eads%to%inter(aCes%t2at%are%not%
si)p3e%and%eas*%to%?ork%?it25%K2e%inter(aCe%)ust%Je%si)p3e5%K2e%Co)p3exit*%o(%a%user%
inter(aCe%is%Jased%on%t2e%(o33o?inG%(aCtors:% %ease%o(%use-%ease%o(%3earninG%and%underO
standinG-%and%ease%o(%naviGation5%Lack of support%S@,U%re(ers%to%t2e%3i)ited%a)ount%o(%
assistanCe%t2e%inter(aCe%provides%to%t2e%user5%%Not flexible%S@,-%,aU%re(ers%to%a%user%inO
ter(aCe%t2at%narro?s%t2e%t*pes%o(%users%t2at%Can%?ork%on%t2e%so(t?are5%K2e%user%interO
(aCe%)ust%Je%aJ3e%to%to3erate%di((erent%3eve3s%o(%user%(a)i3iarit*%and%per(or)anCe5%Un-
predictable flow is% ?2en% t2e% (3o?% o(% Contro3% in% t2e% userOinter(aCe% Gets% Je*ond% t2e%
sCope%o(%t2e%user5%>n%exa)p3e%o(%unprediCtaJ3e%(3o?%is%?2en%t2e%user%tries%to%per(or)%
a%spe33%C2eCk%on%2er%doCu)ent%and% t2e%so(t?are%a3so%per(or)s%a% t2esaurus% (unCtion-%
despite%not%JeinG%invoked%J*%t2e%user5%Visual stimulation%SZT-%@,U%re(ers%to%(au3ts%dea3O
inG%?it2%t2e%i)proper%use%o(%Co3or-%(onts-%Grap2iCs-%Contro3%3a*out-%etC5%%K2e%deter)iO
nation%t2at%a%(au3t%exists%is%Jased%on%a%JuG%report5%K2us-%?e%do%not%need%to%de(ine%)etO
riCs%to%)easure%attriJutes%3ike%_ease%o(%use`%or%_ease%o(%naviGation`5%
Ira)e?ork%SXU: K2ere%are%Certain%3anGuaGes%t2at%)ake%use%o(%t2e%ConCept%o(%paCkO

aGes%or% reusaJ3e%Code5% .n% suC2%a% 3anGuaGe-%a%partiCu3ar%proGra)% i)ports%or% inC3udes%
so)e%o(%t2e%paCkaGes%to%avoid%unneCessar*%?ork5%K2e%set%o(%state)ents%used%(or%t2is%
purpose%is%C3assi(ied%as%_(ra)e?ork5` Missing framework elements are%Caused%?2en-%
upon%inteGration-%so)e%)odu3es%)iG2t%not%2ave%inC3uded%reNuired%setup%(i3es5%%F2en%
a33%t2e%)odu3es%are%Co)pi3ed%toGet2er%or%individua33*-%t2e%Co)pi3er%does%not%s2o?%an*%
errors5%&o?ever-%at%run%ti)e%?2en%t2e%)odu3e%Ca33s%or%tries%to%Co))uniCate%?it2%anO
ot2er%)odu3e-%an%error%oCCurs5%>s%)entioned%Je(ore-%on3*%t2e%3eaves%o(%t2e%C3assi(iCaO
tion%tree%)a*%Je%3anGuaGe%dependent5%K2us%t2e%(aCt%t2at%a%(ra)e?ork%e3e)ent%is%)issO
inG% is% 3anGuaGe% independent-% ?2i3e% t2e% speCi(iCs% o(% e3e)ent% )is)atC2% ?i33% Je%
3anGuaGe%dependent5 

5. Research Conjectures 

>(ter%deve3opinG% t2e% (au3t% taxono)*%and%)odu3e% taxono)*-%?e%notiCed% a% stronG%
CorrespondenCe%Jet?een% t2e%CateGories-%resu3tinG% in% t2e%(o33o?inG%researC2%Nuestion^%%
_Eoes%t2e%)odu3e%t*pe%drive%t2e%(au3t% t*pe%one%enCountersm`%%Fe%deve3oped%severa3%
researC2%ConQeCtures%aJout%(au3t%3inks%Jased%on%t2is5%%K2e*%are%Qusti(ied%J*%prior%?ork%
and%t2e%pi3ot%studies%)entioned%ear3ier5%K2e%(o33o?inG%,V%(au3t%3inks%?ere%posited^%

4,5,%n%EataOCentriC%)odu3es%?i33%2ave%a%2iG2er%perCentaGe%o(%Eata%(au3ts5%
4,5@%O%Eata%(au3ts%?i33%oCCur%)ore%(reNuent3*%in%EataOCentriC%)odu3es5%
4@5,%n%4ontro33er%)odu3es%?i33%2ave%a%2iG2er%perCentaGe%o(%4ontro3hkoGiC%(au3ts5%
4@5@%O%4ontro3hkoGiC%(au3ts%?i33%oCCur%)ore%(reNuent3*%in%4ontro33er%)odu3es5%
4Z5,%n%4o)putationa3OCentriC%)odu3es%s2o?%a%2iG2%perCentaGe%o(%4o)putation%(au3ts5%
4Z5@%n%4o)putation%(au3ts%oCCur%)ore%(reNuent3*%in%4o)putationa3OCentriC%)odu3es5%



4a5,%O%%.nteraCtion%)odu3es%?i33%2ave%a%2iG2er%perCentaGe%o(%.nter(aCe%(au3ts5%
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Fig 3. Fault Taxonomy 
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4T5,%n%7ie?%)odu3es%?i33%2ave%a%2iG2er%perCentaGe%o(%User%.nter(aCe%(au3ts5%
4T5@%n%User%.nter(aCe%(au3ts%?i33%oCCur%)ore%(reNuent3*%in%7ie?%)odu3es5%
%
Fe% a3so% posited% seCondar*% researC2% ConQeCtures5% % K2ese% are% not% as% intuitive% as% t2e%
aJove-%and%so)e%Counter%t2e%aJove%ConQeCtures5%
%
4]5,%n%.nteraCtion%)odu3es%?i33%2ave%a%2iG2er%perCentaGe%o(%User%.nter(aCe%(au3ts5%
4]5@%n%User%.nter(aCe%(au3ts%?i33%oCCur%)ore%(reNuent3*%in%.nteraCtion%)odu3es5%
4c5,%n%7ie?%)odu3es%?i33%2ave%a%2iG2er%perCentaGe%o(%Ira)e?ork%(au3ts5%
4c5@%n%Ira)e?ork%(au3ts%?i33%oCCur%)ore%(reNuent3*%in%7ie?%)odu3es5%
4W5,%n%Error%&and3inG%)odu3es%?i33%2ave%a%2iG2er%perCentaGe%o(%Eata%(au3ts5%
4W5@%n%Eata%(au3ts%?i33%oCCur%)ore%(reNuent3*%in%Error%&and3inG%)odu3es5%



4X5,%n%Environ)enta3%<etuph4on(iGuration%)odu3es%?i33%2ave%a%2iG2er%perCentaGe%o(%
(ra)e?ork%(au3ts5%
4X5@%n%Ira)e?ork%(au3t%oCCur%)ore%(reNuent3*%in%Environ)enta3%<etuph4on(iGuration%
)odu3es5%

6. Case Studies 

Fe% app3ied% t2e% taxono)*% to% t?o% open% sourCe% so(t?are% s*ste)s-% >paC2e% and%
MoMi33a-%to%eva3uate%?2et2er%t2is%taxono)*%Can%Je%app3ied%to%Co))on%t*pes%o(%so(tO
?are%and% to%see%?2et2er%JuG% reports% t*piCa3% (or% suC2%app3iCations%are%aJ3e% to% revea3%
enouG2%in(or)ation5%Yot2%s*ste)s%are%3arGe3*%?ritten%in%4h4ff5%%K2e%>paC2e%sever%is%
a%po?er(u3-%(3exiJ3e-%&KKjh,5,OCo)p3iant%?eJ%server%S@U5%%%MoMi33a%is%an%openOsourCe%
?eJ%Jro?ser-%desiGned% (or% standards%Co)p3ianCe-%per(or)anCe-% and%portaJi3it*% S@]U5%%
YuGMi33a%is%a%oYuGOKraCkinG%<*ste)so%used%in%t2e%MoMi33a%proQeCt5%.t%a33o?s%individua3%
or%Groups%o(%deve3opers%to%e((eCtive3*%keep%traCk%o(%outstandinG%JuGs%in%t2eir%produCt5%

6.1 Apache Case Study (Modules and Faults) 

Fe%exa)ined%a33%ZV%)odu3es%t2at%existed%at%t2e%ti)e%o(%t2e%stud*%P,VVib5%K2e%siMe%
o(% t2e%)odu3es% ranGed%(ro)%@TV%k[4%to%aTVV%k[45%Fe%rando)3*%se3eCted% t?o%reO
3eases% (or%?2iC2% to%exa)ine%JuG% reports-% re3eases% (or% t2e%*ears%,XXX%and%@VVV5%Ior%
t2ose% *ears-% t2ere% ?ere% @ZVV% JuG% reports5%% [(% t2ese-% ?e% exa)ined% ZVV% P,Zib5%% [(%
t2ese%ZVV-%on3*%,cc%JuG%reports%provided%enouG2%in(or)ation%(or%(au3t%CateGoriMation5%
%Fe%C3assi(ied%a33%)odu3es%o(% t2e%>paC2e%,5Z5@a%server%S@U%Jased%on%)odu3e%purO

pose%P)et2od%oneb5%%KaJ3e%,%presents%t2e%distriJution%o(%t2e%>paC2e%)odu3e%C3assi(iCaO
tion5%%.n%t2is%taJ3e-%t2e%perCentaGe%Co3u)n%denotes%t2e%perCent%nu)Jer%o(%)odu3es%o(%a%
partiCu3ar%t*pe5%%%Ior%exa)p3e-%,Vi%o(%t2e%ZV%PZb%)odu3es%?ere%CateGoriMed%as%7ie?%
)odu3es5%%K2e%3arGest%)odu3e%CateGories%?ere%4ontro33er%and%4o)putationa3OCentriC-%
at%@]5ci%eaC25%
%%%Rext-%?e%app3ied%)et2od%t?o%to%C3assi(*%a%suJset%o(%t2e%>paC2e%)odu3es5%%K2ouG2%
)an*% )odu3es% ?ere% CateGoriMed% as% Je3onGinG% to% t2e% sa)e% CateGories% ?2en% usinG%
)et2od%one% and%)et2od% t?o-% so)e%)odu3es%?ere%not5% %Ior% exa)p3e-% t2e% (o33o?inG%
)odu3e%?as%CateGoriMed%as%4o)putationa3OCentriC%usinG%)et2od%one-%Jut%?as%t*ped%as%
4ontro33er%usinG%)et2od%t?o5%
Modu3e:%% )odpuniNuepid%
Main%purpose: Generate%uniNue%reNuest%identi(ier%(or%ever*%reNuest%
Met2od%one:% C3assi(ied%as%Co)putationa3%)odu3e%
Met2od%t?o:% >s%*ou%Can%see%(ro)%KaJ3e%@-%t2e%nu)Jer%o(%3ines%o(%Code%per(or)O
inG%Contro3h3oGiC%P4ontro33erb%(unCtions%is%Greater%t2an%t2e%nu)Jer%o(%3ines%per(or)inG%
ot2er%(unCtions5%%K2ere(ore%it%is%CateGoriMed%as%4ontro33er5%

%

K2e%advantaGe%o(%)et2od%t?o%is%t2at%CateGoriMation%Can%Je%auto)ated5% %&o?ever-%
t2e% resu3ts% o(%)et2od% t?o% are% not% a3?a*s% intuitive5% %Met2od%one% is%)ore% suJQeCtive%
t2an%)et2od% t?o5% %F2i3e% suJQeCtive%)easure)ent% Can% and% s2ou3d% Je% s*ste)atiC-% it%
3aCks%t2e%riGor%o(%oJQeCtive3*%)easuraJ3e%and%Nuantitative%sCa3es%SZWU5%%Ko%aCCount%(or%
t2is-%one%nor)a33*%deve3ops%re3iaJi3it*% indiCators%(or%suC2%sCa3es%P(or%exa)p3e-% interO
rater%re3iaJi3it*b%S,U5%%Ko%t2at%end-%?e%per(or)ed%an%interOrater%re3iaJi3it*%surve*5%%Fe%



2ad% (ive% so(t?are%enGineers%app3*%)et2od%one% to% t2is% sa)e%)odu3e5% %K2e%enGineers%
?ere%Given%t2e%Code%(or%t2e%)odu3e%PinC3udinG%inO3ine%doCu)entationb%and%a%3ist%o(%and%
de(initions% (or% t2e% )odu3e% t*pes% in% our% taxono)*5% % >33% (ive% enGineers% 3aJe3ed% t2e%
)odu3e% as% _Co)putationa35`% %K2is% ConvinCed%us% t2at%our% suJQeCtive%)et2od%ex2iJits%
re3iaJi3it*-%so%?e%Continued%usinG%t2e%resu3ts%(ro)%)et2od%one5%%
YeCause%o(%our%interest%in%t2e%re3ations2ip%Jet?een%)odu3e%t*pe%and%(au3t%t*pe-%?e%

per(or)ed%a%seCond%step%(or%t2e%>paC2e%Case%stud*5%%Fe%?ent%JaCk%to%t2e%ZV%)odu3es%
?e%2ad%CateGoriMed%and%atte)pted%to%3oCate%JuG%reports%or%proJ3e)%reports%(or%eaC25%%
K2e%proJ3e)%reports%provide%in(or)ation%on%identi(ied%(au3ts5%%K2ese%2ave%not%neCesO
sari3*%Jeen%(ixed5%%<evera3%2undred%JuG%reports%?ere%3isted%(or%eaC2%)odu3e5%Fe%exO
a)ined%a%suJset%o(%t2ese%JuG%reports%(or%a%suJset%o(%t2e%ZV%)odu3es%PC(5%KaJ3e%Zb5%
<o)e% Genera3% oJservations% Can% Je% )ade5% % Man*% JuG% reports% did% not% doCu)ent%

JuGs5% % <o)e% JuG% reports% represented% en2anCe)ent% reNuests5% % YuG% reports% 2ad% Jeen%
Generated%J*%users%?2o%?ere%_Qust%tr*inG%out%t2e%JuG%traCkinG%s*ste)5`%%Man*%JuG%reO
ports%did%not%re3ate%to%Code%(au3ts-%Jut%to%poor%doCu)entation5%%<o)e%JuG%reports%did%
not%re3ate%to%t2e%version%o(%>paC2e%t2at%?e%?ere%exa)ininG%or%did%not%state%t2e%version%
nu)Jer5%%YuG%reports%?ere%dup3iCated%or%not%dee)ed%errors%J*%t2e%>paC2e%deve3opers5%%
Iina33*-%)an*%JuG%reports%doCu)ented%)ore%t2an%one%Code%(au3t%and%s2ou3d%2ave%Jeen%
separated%into%)u3tip3e%JuG%reports5%%[n%averaGe%t2ere%?ere%,5T%(au3ts%per%JuG%report5%%
Fe%adQusted%our%approaC2%to%aCCo))odate%t2ese%(indinGs5%%Fe%(irst%?eeded%out%t2e%

_nonOJuG% reports5`% %Rext-%?e%disreGarded%JuG%reports%not% re3ated% to%Code5% %Fe% t2en%
e3i)inated%JuG%reports%t2at%did%not%re3ate%to%version%,5Z5@a%o(%>paC2e%or%?ere%not%aCO
tua3%errors%per%t2e%>paC2e%enGineers5%%Fe%t2en%exa)ined%eaC2%(au3t%in%iso3ation-%even%
i(%severa3%2ad%Jeen%Grouped%in%one%JuG%report5%>s%?e%did%not%exa)ine%t2e%sa)e%nu)O
Jer%o(%)odu3es%o(%eaC2%t*pe%Pe5G5-%?e%exa)ined%eiG2t%4o)putationa3OCentriC-%Jut%on3*%
t?o%.nteraCtion%)odu3esb-%?e%3ooked%at%t2e%(au3ts%as%a%(unCtion%o(%t2e%nu)Jer%o(%(au3ts%
per%)odu3e5% %K2at% is-%?e%exa)ined%ZZ%(au3ts%(or%(our%EataOCentriC%)odu3es5% %K2e%ZZ%
(au3ts%?ere%CateGoriMed%aCCordinG% to% t2e% (au3t% taxono)*5% %K2e% resu3tinG%va3ues%?ere%
sCa3ed%to%re(3eCt%W5@T%(au3ts%per%)odu3e5%%%
KaJ3e%Z% s2o?s% t2e%)odu3e% and% (au3t% C3assi(iCation% (or% t2e%>paC2e% stud*5%Modu3e%

t*pes%are%s2o?n%in%t2e%ro?s5%%K2e%Co3u)ns%indiCate^%%t2e%tota3%nu)Jer%o(%)odu3es%o(%
di((erent%t*pes%t2at%?ere%exa)inedg%t2e%nu)Jer%o(%(au3ts-%J*%(au3t%t*pe-%(or%eaC2%)odO
u3e%t*peg%t2e%tota3%nu)Jer%o(%(au3ts%(or%t2e%)odu3e%t*peg%and%t2e%perCentaGe%o(%(au3ts%
(ound%in%a%partiCu3ar%)odu3e%t*pe5%%Ior%exa)p3e-%t2e%4ontro33er%)odu3e%ro?%indiCates%
t2at%six%suC2%)odu3es%?ere%exa)ined-%t2at%@W%4ontro3hkoGiC%(au3ts%?ere%(ound%in%t2e%
4ontro33er%)odu3es-%t2at%a%tota3%o(%ac%(au3ts%?ere%(ound%in%Contro33er%)odu3es%aCCountO
inG%(or%@]5]i%o(%a33%(au3ts%C3assi(ied5%%K2e%2iG2est%va3ue%in%eaC2%ro?%2as%Jeen%Jo3ded-%
and%t2e%2iG2est%va3ue%in%eaC2%Co3u)n%2as%Jeen%ita3iCiMed5%%.n%t2e%aJove%exa)p3e-%t2e%
va3ue%_@W`%2as%Jeen%Jo3ded%and%ita3iCiMed%as% it% is% t2e%2iG2est%va3ue%(or%Jot2%t2e%ro?%
and%Co3u)n5% %K2e%Jotto)%ro?%indiCates% t2e%perCentaGe%o(%eaC2%(au3t% t*pe%C3assi(ied5%%
Ior%exa)p3e-%X,%4ontro3hkoGiC%(au3ts%?ere%(ound%and%t2e*%aCCounted%(or%T,5Ti%o(%a33%
(au3ts5%%%%
%.t% is%C3ear%t2at%Contro3h3oGiC%(au3ts%do)inate%t2is%Case%stud*-%reGard3ess%o(%)odu3e%

t*pe5% %K2ouG2%?e%2ad%not%ConQeCtured% t2is-% it% is%not%suC2%a%surprisinG%resu3t5% % .n%our%
o?n% experienCe% as% proGra))ers-% teaC2ers-% and% 3aJ% assistants% (or% Qunior% 3eve3% proO
Gra))inG%Courses-%?e%2ave%a3so%notiCed%t2at%t2ese%errors%do)inate5%
%



 
               Table 1.%Classification of Apache Modules by Type%

Modu3e% Ru)Jer% jerCentaGe%
EataOCentriC% ]% @V%i%
4ontro33er% W% 26.7% 
4o)putationa3O

CentriC%
W% 26.7% 

7ie?% Z% ,Vi%
.nteraCtion% Z% ,Vi%
Error%&and3inG% ,% Z5Zi%
Environ)enta3%

<etuph4on(iGuration%
,% Z5Zi%

Kota3% ZV% ,VVi%
%

Table 2.%Mod_Unique_ID Categorization-Method Two%

Modu3e% k[4%Pkines%[(%4odeb%
EataOCentriC% ]@%
4ontro33er% 68 
4o)putationa3OCentriC% ,@%
7ie?% V%
.nteraCtion% ,,%
Error%&and3inG% V%
Environ)enta3%

<etuph4on(iGuration%
V%

Kota3% ,TZ%
%
KaJ3e%a%i33ustrates%t2e%_2ave`%re3ations2ip%t2at%exists%Jet?een%t2e%)odu3e%and%(au3t%

t*pes5% %Ior% exa)p3e-% a%EataOCentriC%)odu3e%2as%)ore%4ontro3hkoGiC% (au3ts% t2an%an*%
ot2er%t*pe%o(%(au3t-%and%t2ese%aCCount%(or%aWi%o(%t2e%(au3ts%t*piCa33*%(ound%in%a%EataO
CentriC%)odu3e5%K2e%)odu3e%t*pes%are%3isted%in%t2e%ro?s%o(%t2e%taJ3e5%%Ior%ease%o(%i33usO
tration-%t?o%Co3u)ns%Pt2e%tota3%nu)Jer%o(%)odu3es%o(%di((erent%t*pes%t2at%?ere%exa)O
ined%and%t2e%tota3%nu)Jer%o(%(au3ts%Grouped%J*%t2e%)odu3e%in%?2iC2%t2e*%oCCurb%2ave%
Jeen%repeated%2ere%(ro)%KaJ3e%Z5%Fe%a3so%s2o?%t2e%tota3%(au3ts%per%)odu3e-%(o33o?ed%
J*%t2e%perCentaGe%o(%(au3ts%(ound%in%a%partiCu3ar%)odu3e%t*pe5%Rote%t2at%C2anGes%2ave%
Jeen%)ade%to%t2e%va3ues%in%t2e%)odu3eO(au3t%Ce33s5%EaC2%Ce33%2as%t?o%va3ues-%a%perCentO
aGe%va3ue%and%a% (au3tOperO)odu3e%va3ue5%K2e%perCentaGe%va3ue% represents% t2e%_2ave`%
re3ations2ip5%K2e%(au3tOperO)odu3e%va3ue%indiCates%t2at%out%o(%R%tota3%(au3ts%in%a%)odO
u3e%o(%a%partiCu3ar%t*pe-%q%o(%t2e)%Je3onGs%to%a%partiCu3ar%(au3t%t*pe5%Ior%exa)p3e-%3et%
us%exa)ine%t2e%ro?%(or%t2e%EataOCentriC%)odu3e5%%K2e%nu)Jer%o(%dataOCentriC%)odu3es%
exa)ined%?as% (our-% t2e% tota3% nu)Jer% o(% (au3ts% (ro)% t2e% (our%)odu3es%?as% ZZ-% and%
t2ere(ore% t2e% tota3% (au3ts% per%)odu3e% PZZhab% is% W5@T%per%)odu3e5%K2is% tota3% (au3tOperO
)odu3e%va3ue%is%distriJuted%aCross%t2e%(au3t%t*pes%Jased%on%t2eir%Count%(ro)%KaJ3e%,5%
>s% (ar% as% t2e% (au3t% distriJution% aCross% di((erent% (au3t% t*pes% is% ConCerned-% t2e% dataO
CentriC%)odu3e%2ad%aJout%,Wi%data%(au3ts-%aWi%4hk%(au3ts-%]i%Co)putationa3%(au3ts-%



Xi% inter(aCe% (au3ts-%,Wi%(ra)e?ork% (au3ts-% and%Mero%perCent%GU.% (au3ts5%>s%Je(ore-%
t2e%2iG2est%va3ue%in%eaC2%ro?%and%Co3u)n%is%Jo3ded%and%ita3iCiMed%respeCtive3*5%
KaJ3e% T% i33ustrates% t2e% _oCCursOin`% re3ations2ip% t2at% exists% Jet?een% t2e% (au3t% and%

)odu3e%t*pes5%%Ior%exa)p3e-%Eata%(au3ts%tend%to%oCCur%in%EataOCentriC%)odu3es%)ost%
(reNuent3*% Pa]ib5% %K2e% taJ3e% is% ver*% si)i3ar% to%KaJ3e% a% exCept% t2at% it% i33ustrates% t2e%
_oCCursOin`% re3ations2ip% (ro)% t2e% (au3t% t*pe% to% t2e%)odu3e% t*pe5% K2e% Ce33s% 2ave% t2e%
sa)e%t?o%t*pes%o(%va3ues%as%Je(ore-%t2e%perCentaGe%va3ue%and%(au3tOperO)odu3e%va3ue5%
K2e%(au3tOperO)odu3e%va3ue%2as%t2e%as%)eaninG%as%Je(ore-%Jut%t2e%perCentaGe%va3ue%in%
t2is%Case%represents%t2e%_oCCursOin`%re3ations2ip5%Ior%exa)p3e-%3et%us%exa)ine%t2e%ro?%
(or%t2e%4ontro3hkoGiC%(au3t5%%%Fe%Can%see%t2at%,]5Wi%o(%t2e%4hk%(au3ts%oCCur%in%dataO
CentriC%)odu3es-%,X5]i%o(%t2e%4hk%(au3ts%oCCur%in%Contro33er%)odu3es-%,,i%o(%t2e%4hk%
(au3ts%oCCur%in%Co)putationa3OCentriC%)odu3es-%,a5ci%o(%t2e%4hk%(au3ts%oCCur%in%interO
aCtion%)odu3es-%@,i%o(%t2e%4hk%(au3ts%oCCur%in%vie?%)odu3es-%,@5]i%o(%t2e%4hk%(au3ts%
oCCur% in% errorO2and3inG%)odu3es-% and% ai% o(% t2e% 4hk% (au3ts% oCCur% in% environ)enta3%
setup%)odu3es5%K2e%tota3%(au3tsOperO)odu3e%and%(au3tsOperO)odu3e%va3ues%o(%eaC2%are%
Ca3Cu3ated%as%Je(ore5%%
Rext-%?e%assess% t2e%_2ave`%re3ations2ip%P(ro)%KaJ3e%ab5% %K2e%)ost%(reNuent3*%oCO

CurrinG% (au3t% t*pe% in%EataOCentriC%)odu3es%?as%4ontro3hkoGiC%at%aWi%Pno%C3ose%seCO
ondb5%%K2is%does%not%support%4,5,5%%K2e%)ost%(reNuent3*%oCCurrinG%(au3t%t*pe%in%4onO
tro33er%)odu3es%?as%4ontro3hkoGiC%at%TX5]i%?it2%no%C3ose%seCond5%%K2is%does%stronG3*%
support% 4@5,5% % K2e% )ost% (reNuent3*% oCCurrinG% (au3t% t*pe% in% 4o)putationa3OCentriC%
)odu3es%?as%4ontro3hkoGiC%at%aWi%?it2%no%C3ose%seCond5%%K2is%does%not%support%4Z5,5%%
K2e%)ost%(reNuent3*%oCCurrinG%(au3t%t*pe%in%.nteraCtion%)odu3es%?as%4ontro3hkoGiC%at%
a,i%?it2%no%C3ose%seCond5%%K2is%does%not%support%4a5,%or%4]5,5%%K2e%)ost%(reNuent3*%
oCCurrinG%(au3t%t*pe%in%7ie?%)odu3es%?as%4ontro3hkoGiC%at%TVi%?it2%no%C3ose%seCond5%%
K2is%does%not%support%4T5,%or%4c5,5%%K2e%)ost%(reNuent3*%oCCurrinG%(au3t%t*pe%in%Error%
&and3inG%)odu3es%?as%4ontro3hkoGiC%at%cTi5%%K2is%does%not%support%4W5,5%%K2ere%?as%
a% tie% (or%)ost% (reNuent3*%oCCurrinG% (au3t% t*pe% in%Environ)enta3%<etuph4on(iGuration%
)odu3es-%TVi%(or%Jot2%4ontro3hkoGiC%and%4o)putationa3%Pno%support%(or%4X5,b5%
KaJ3e% T% i33ustrates% t2e% _oCCursOin`% re3ations2ip% t2at% exists% Jet?een% t2e% (au3t% and%

)odu3e%t*pes5%%Ior%exa)p3e-%Eata%(au3ts%tend%to%oCCur%in%EataOCentriC%)odu3es%)ost%
(reNuent3*% Pa]ib5% %K2e% taJ3e% is% ver*% si)i3ar% to%KaJ3e% a% exCept% t2at% it% i33ustrates% t2e%
_oCCursOin`% re3ations2ip% (ro)% t2e% (au3t% t*pe% to% t2e%)odu3e% t*pe5% K2e% Ce33s% 2ave% t2e%
sa)e%t?o%t*pes%o(%va3ues%as%Je(ore-%t2e%perCentaGe%va3ue%and%(au3tOperO)odu3e%va3ue5%
K2e%(au3tOperO)odu3e%va3ue%2as%t2e%as%)eaninG%as%Je(ore-%Jut%t2e%perCentaGe%va3ue%in%
t2is%Case%represents%t2e%_oCCursOin`%re3ations2ip5%Ior%exa)p3e-%3et%us%exa)ine%t2e%ro?%
(or%t2e%4ontro3hkoGiC%(au3t5%%%Fe%Can%see%t2at%,]5Wi%o(%t2e%4hk%(au3ts%oCCur%in%dataO
CentriC%)odu3es-%,X5]i%o(%t2e%4hk%(au3ts%oCCur%in%Contro33er%)odu3es-%,,i%o(%t2e%4hk%
(au3ts%oCCur%in%Co)putationa3OCentriC%)odu3es-%,a5ci%o(%t2e%4hk%(au3ts%oCCur%in%interO
aCtion%)odu3es-%@,i%o(%t2e%4hk%(au3ts%oCCur%in%vie?%)odu3es-%,@5]i%o(%t2e%4hk%(au3ts%
oCCur% in% errorO2and3inG%)odu3es-% and% ai% o(% t2e% 4hk% (au3ts% oCCur% in% environ)enta3%
setup%)odu3es5%K2e%tota3%(au3tsOperO)odu3e%and%(au3tsOperO)odu3e%va3ues%o(%eaC2%are%
Ca3Cu3ated%as%Je(ore5%%
Rext-%?e%assess%t2e%_2ave`%re3ations2ip%P(ro)%KaJ3e%ab5%%K2e%)ost%(reNuent3*%oCCurO
rinG%(au3t%t*pe%in%EataOCentriC%)odu3es%?as%4ontro3hkoGiC%at%aWi%Pno%C3ose%seCondb5%%
K2is%does%not%support%4,5,5% %K2e%)ost% (reNuent3*%oCCurrinG% (au3t% t*pe% in%4ontro33er%
)odu3es%?as%4ontro3hkoGiC%at%TX5]i%?it2%no%C3ose%seCond5%%K2is%does%stronG3*%supO



port%4@5,5% %K2e%)ost% (reNuent3*%oCCurrinG% (au3t% t*pe% in%4o)putationa3OCentriC%)odO
u3es%?as%4ontro3hkoGiC%at%aWi%?it2%no%C3ose%seCond5%%K2is%does%not%support%4Z5,5%K2e%
)ost%(reNuent3*%oCCurrinG%(au3t%t*pe%in%.nteraCtion%)odu3es%?as%4ontro3hkoGiC%at%a,i%
?it2%no%C3ose%seCond5%%K2is%does%not%support%4a5,%or%4]5,5%%K2e%)ost%(reNuent3*%oCO
CurrinG%(au3t%t*pe%in%7ie?%)odu3es%?as%4ontro3hkoGiC%at%TVi%?it2%no%C3ose%seCond5%%
K2is%does%not%support%4T5,%or%4c5,5%%K2e%)ost%(reNuent3*%oCCurrinG%(au3t%t*pe%in%Error%
&and3inG%)odu3es%?as%4ontro3hkoGiC%at%cTi5%%K2is%does%not%support%4W5,5%%
%%%K2ere% ?as% a% tie% (or% )ost% (reNuent3*% oCCurrinG% (au3t% t*pe% in% Environ)enta3%
<etuph4on(iGuration%)odu3es-%TVi%(or%Jot2%4ontro3hkoGiC%and%4o)putationa35% %K2is%
does%not%support%4X5,5%%

 
Table 3. Module and Fault Type Classification for Apache Study%

Iau3t%t*pe%Modu3e%
t*pe%

r% )odO
u3es% Eata% 4hk% 4o)put5% .nter(aCe% Ira)e?ork% GU.%

Kota3%
Iau3ts%

i%

EataOCentriC% a 6 16 @% Z% 6 V% ZZ% ,W5ci%

4ontro33er% ]% Z% 28 T% a% T% 2 ac% @]5]i%

4o)putationa3O
CentriC%

W% @% 21 7 7 6 ,% aa% @a5Wi%

.nteraCtion% @% V% 7 Z% Z% @% 2 ,c% X5]i%

7ie?% Z% Z% 15 a% ,% T% @% ZV% ,ci%

Error%&and3inG% ,% V% 3 ,% V% V% V% a% @5@i%

Environ5%<etup% ,% V% 1 1 V% V% V% @% ,5,i%

Kota3% @T% ,a% X,% @Z% ,W% @a% c% ,cc% ,VVi%

jerCentaGe% % Wi% T,5Ti% ,Zi% ,Vi% ,Z5Ti% %%%%ai% ,VVi% %

>s%Can%Je%seen%(ro)%KaJ3e%T%Pt2e%_oCCursOin`%re3ations2ipb-%t2e%)aQorit*%o(%t2e%Eata%
(au3ts%oCCur%in%t2e%EataOCentriC%)odu3es%Pa]ib5%%K2e%next%2iG2est%va3ue%is%ZV5ci%(or%
7ie?%)odu3es5%%K2is%(indinG%provides%support%(or%4,5@-%Jut%not%(or%4W5@5%%K2e%)aQorO
it*% o(% 4ontro3hkoGiC% (au3ts% oCCur% in% 7ie?%)odu3es% P@,ib%?it2% 4ontro33er% )odu3es%
JrinGinG%up%a%C3ose%seCond%at%,X5]i5%%K2is%(indinG%3ends%so)e%support%to%4@5@-%Jut%not%
as%stronG%as%(or%4,5@5%%4o)putation%(au3ts%oCCur%Z]i%o(%t2e%ti)e%in%.nteraCtion%)odO
u3es%(o33o?ed%J*%7ie?%)odu3es%at%,Xi5%%K2is%does%not%support%4Z5@5%.nter(aCe%(au3ts%
aCCounted% (or% Z]i% o(% t2e% .nteraCtion% )odu3e% (au3ts% ?it2% no% C3ose% seCond5% % K2is%
stronG3*%supports%4a5@5%%K2e%)aQorit*%o(%Ira)e?ork%(au3ts%oCCurred%in%7ie?%)odu3es%
P@Xib%?it2%EataOCentriC%)odu3es%C3ose%Je2ind%at%@]i5% %K2is%provides%so)e%support%
(or%4c5@-%Jut%not%4X5@5%%aci%o(%t2e%User%.nter(aCe%(au3ts%oCCur%in%.nteraCtion%)odu3es%
Psupports%4]5@-%Jut%not%4T5@b5%
[ur%(indinGs%are%su))ariMed%in%KaJ3e%]5%%K2e%JasiC%Nuestion%?as^%%_Eoes%t2e%)odO

u3e% t*pe% drive% t2e% (au3t% t*pem`% % <ix% ConQeCtured% (au3t% 3inks%?ere% supported-% at% 3east%
?eak3*5%K2us%?e%(ound%evidenCe%(or%ans?erinG%_*es5`%%>%(au3t%3ink%t2at%appeared%uniO
versa33*-%t2ouG2%not%ConQeCtured-%?as%4ontro3hkoGiC%(au3ts%JeinG%t2e%)ost%pro)inent%
(au3t% t*pe%(or%a33%)odu3e% t*pes5% %[ne%Cou3d%vie?%t2is%as%an%additiona3%six%(au3t% 3inks%
Pdata%)odu3es%2ave%4ontro3hkoGiC% P4hkb% (au3ts-% Co)putationa3OCentriC%)odu3es%2ave%
4hk%(au3ts-%.nteraCtion%)odu3es%2ave%4hk%(au3ts-%7ie?-%Error%&and3inG-%and%EnvironO
)ent%<etuph4on(iGuration%)odu3es%2ave%4hk%(au3tsb5%%K2is%(indinG%?ou3d%3ead%one%to%



ans?er%t2e%overarC2inG%Nuestion%_no5`%%[ur%resu3ts%are%sti33%inConC3usive-%Jut%appear%to%
2o3d%pro)ise5%

6.2 Mozilla Case Study (Faults and Modules) 

Rext-%?e%exa)ined%proJ3e)%reports%(or%t2e%open%sourCe%so(t?are%produCt%MoMi33a%
P?eJ%Jro?serb%usinG%t2e%JuG%traCkinG%s*ste)%%YuGMi33a%S@]U5%%MoMi33a%is%a%ver*%3arGe%
so(t?are%s*ste)%and%provided%a%p3et2ora%o(%proJ3e)%reports%(or%sa)p3inG5%Fe%exa)O
ined%cV%JuG% reports-% se3eCted% rando)3*%usinG%YuGMi33a5% %Iro)% t2ese-% cT% (au3ts%?ere%
identi(ied%t2at%?ere%CodeOre3ated5% %Rote%t2at%t2e%_(au3t%per%proJ3e)%report`%ratio%?as%
on3*%,5Vc%as% Co)pared% to%,5T% (or%>paC2e5% %K2ese% (au3ts%?ere%CateGoriMed%usinG%our%
(au3t% taxono)*5% Table 7% presents% t2e% 2iG2% 3eve3% distriJution% o(% t2e% (au3ts% (ound% in%
MoMi33a5%TZ5ai%o(%(au3ts%reported%(or%t2e%open%sourCe%so(t?are%MoMi33a%(a33%under%t2e%
CateGor*%o(%4ontro3hkoGiC%(au3ts-%rein(orCinG%(indinGs%(ro)%t2e%(irst%Case%stud*5%
%%%Fe%?ere%not%aJ3e%to%(ind%t2e%)odu3es%t2at%tied%to%speCi(iC%JuG%reports%or%viCe%versa-%
as%?e%?ere%aJ3e% to%do%in%>paC2e5% %<o%?e%next%rando)3*%se3eCted%ZV%)odu3es% in% t2e%
MoMi33a%direCtories%and%CateGoriMed%t2e)5%%>s%Can%Je%seen%(ro)%KaJ3e%W-%t2e%)aQorit*%
o(% t2e%)odu3es%(e33%under% t2e%CateGor*%o(%4o)putationa3OCentriC%P@]5cib-%?it2%4onO
tro33er%Qust%Je2ind%at%@Vi5%%K2is%is%Consistent%?it2%our%(indinGs%(or%t2e%>paC2e%stud*5%

 6.3 Comparison of Case Study 

Yot2%Case%studies%ex2iJit%stronG%si)i3arities%?it2%reGard%to%(au3t%t*pes%and%)odu3e%
t*pes5% % Ior% Jot2% s*ste)s-% 4ontro3hkoGiC% (au3ts% oCCurred%)ost% (reNuent3*^% % TVi% (or%
>paC2e%and%TZ5ai%(or%MoMi33a5%%K2e%next%)ost%(reNuent%(au3t%t*pe%(or%>paC2e%?as%a%
tie%Jet?een%.nter(aCe%and%Ira)e?ork%at%,ai5%%Ior%MoMi33a-%it%?as%Eata%at%,c5Zi5%%K2e%
(ourt2%)ost%(reNuent%(au3t%t*pe%(or%>paC2e%?as%Eata%at%,Vi-%and%it%?as%a%t2reeO?a*%
tie% (or%MoMi33a%Jet?een%4o)putationa3-% .nter(aCe-% and%User% .nter(aCe-% a33% at% Wi5% %>%
strikinG%resu3t%?as%t2e%do)inanCe%o(%t2e%4ontro3hkoGiC%(au3t%t*pe-%in%Jot2%s*ste)s5%
%K2e%)ost%(reNuent%)odu3e%t*pe%(or%MoMi33a%?as%4o)putationa3OCentriC%at%@]5ci5%%

4o)putationa3OCentriC% ?as% tied% (or% )ost% (reNuent% ?it2% 4ontro33er% at% @]5ci% (or%
>paC2e5% %K2e%next%)ost% (reNuent%)odu3e% t*pe%(or%>paC2e%?as%EataOCentriC%at%@Vi5%%
Ior% MoMi33a-% it% ?as% 4ontro33er% at% @Vi5% % K2e% t2ird% )ost% (reNuent% )odu3e% t*pe% (or%
>paC2e%?as% a% tie% Jet?een%7ie?% and% .nteraCtion-% Jot2% at% ,Vi5% % Ior%MoMi33a-%EataO
CentriC%and%7ie?%tied%(or%,]5ci5%4o)putationa3OCentriC%and%4ontro33er%oCCurred%)ost%
(reNuent3*%in%Jot2%s*ste)s5%>%Co)parison%o(%(au3t%t*pe%perCentaGes%is%s2o?n%in%IiG5%@5%%
.n% eaC2%CateGor*-% t2e%perCent%o(% (au3ts% in% t2e% t?o%app3iCations%are% si)i3ar% Pnote% t2at%
>paC2e%does%not%report%user%inter(aCe%JuGs-%sinCe%it%is%not%interaCtiveb5%%Ior%t2e%Co)O
)on% (au3t% t*pes-% Corre3ation% ana3*sis% (ound% a% Corre3ation% va3ue% o(% V5Xa% Jet?een% t2e%
(au3ts%perCentaGes5%K2is%is%not%surprisinG-%as%t2ese%app3iCations%s2are%Co))on%C2araCO
teristiCs^%open%sourCe-%?eJ%re3ated5%%K2e%resu3t%a3so%Con(ir)s%t2at%our%(au3t%taxono)*%is%
reasonaJ3e%and%app3iCaJ3e5%%%
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Table 5.%The “occurs-in” Relationship from Fault to Module Types for the Apache Study%
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Table 6.%Conjecture Results%

4onQeCture% 4onQeCtured%Iau3t%kink% <upportedm%
4,5,% Eata% )odu3es% 2ave%

Eata%(au3ts%
Ro%

C1.2 Data faults occur in 
Data modules 

Yes 

C2.1 Controller modules 
have C/L faults 

Yes 

C2.2 C/L faults occur in 
Controller modules 

Weak 

4Z5,% 4o)p5% )odu3es% 2ave%
Co)putationa3%(au3ts%

Ro%

4Z5@% 4o)put5%(au3ts%oCCur%in%
4o)put5%)odu3es%

Ro%

4a5,% .nteraCtion% )odu3es%
2ave%.nter(aCe%(au3ts%

Ro%

C4.2 Interface faults occur 
in Interaction modules 

Yes 

4T5,% 7ie?% )odu3es% 2ave%
User%.nter(aCe%(au3ts%

Ro%

4T5@% User% .nter(aCe% (au3ts%
oCCur%in%7ie?%)odu3es%

Ro%

4]5,% .nteraCtion% )odu3es%
2ave%User%.nter(aCe%(au3ts%

Ro%

C6.2 User Interface faults 
occur in Interaction 
modules 

Yes 

4c5,% 7ie?% )odu3es% 2ave%
Ira)e?ork%(au3ts%

Ro%

C7.2 Framework faults oc-
cur in View modules 

Weak 

4W5,% Error%2and3inG%)odu3es%
2ave%Eata%(au3ts%

Ro%

4W5@% Eata%(au3ts%oCCur%in%ErO
ror%&and3inG%)odu3es%

Ro%

4X5,% Environ5% <etuph4on(iG5%
Modu3es% 2ave% (ra)e?ork%
(au3ts%

Ro%

4X5@% Ira)e?ork%(au3ts%oCCur% in%
Environ5%Modu3es%

Ro%

%
Fe%ConC3ude%?it2%so)e%re)arks%aJout% t2reats% to%va3idit*%o(%our%Case%studies5%>s%

?it2%an*%Case%stud*-%t2ere%are%unavoidaJ3e%t2reats%to%va3idit*5%Iirst-%?e%Cannot%GenerO
a3iMe% t2e% resu3ts% to% ot2er% app3iCation% do)ains-% s*ste)s-% or% 3anGuaGes5%F2at%?e% Can%
sa*-% 2o?ever-% is% t2at% ?e% (ound% support% (or% our% taxono)*% in% Jot2% t2e% >paC2e% and%
MoMi33a%s*ste)s5%<eCond-%a%Case%stud*%is%3i)ited%in%t2e%a)ount%o(%Contro3%over%?2at%
data%Can%Je%Co33eCted5%Fe%?ere%3i)ited%J*%t2e%avai3aJ3e%JuG%reports5%F2i3e%t2e%rando)%
se3eCtion%o(%de(eCt%reports%(or%Jot2%s*ste)s%does%not%Jias%t2e%resu3ts-%t2e%Nua3it*%and%
in(or)ation%Content%o(%t2e%JuG%reports%possiJ3*%Cou3d5%Given%t2e%nature%o(%Case%studO



ies-% ?e% 2ad% no% Contro3% over% 2o?% JuGs%?ere% reported5% K2e% ana3*sis% depends% on% t2e%
Nua3it*%o(%t2e%JuG%reports5%K2e*%2ave%to%Contain%enouG2%in(or)ation%(or%(au3t%C3assi(iO
Cation5%F2i3e%?e%2ave%not%per(or)ed%a%3arGe%sCa3e%interOrater%re3iaJi3it*%ana3*sis%o(%t2e%
)odu3e%C3assi(iCation-%?e%used%a%tea)%to%C3assi(*%t2e)-%in%3ine%?it2%Guide3ines%in%S,U5%
K2e%ana3*sis%is%Jased%on%a%t2eor*%aJout%a%(au3t%3ink%taxono)*%t2at%is%Jased%on%existinG%
kno?3edGe%and%e)piriCa3%studies%as%exp3ained%in%seCtion%a5%.t%is%t2us%possiJ3e%t2at%ne?%
(au3t% 3inks% )a*% Je% (ound-% and-% o(% Course-% so)e% app3iCations% )a*% not% 2ave% Certain%
(au3ts5%Fe%Consider%our%?ork%a%step%to?ards%Jui3dinG%a%)ore%Co)pre2ensive%t2eor*5%%%

7. Conclusions and Future Work 

Fe%2ave%deve3oped%t?o%taxono)ies-%one%(or%)odu3es%and%one%(or%Code%(au3ts5%%Fe%
introduCed%t2e%notion%o(%a%(au3t%3ink5%%Fe%presented%t?o%)et2ods%(or%)odu3e%C3assi(iO
Cation% a3onG% ?it2% t2eir% advantaGes% and% disadvantaGes5% %Fe% C3assi(ied%)odu3es% and%
Code%(au3ts%o(%t?o%open%sourCe-%%%?eJOJased%so(t?are%produCts%%%%usinG%our%%%approaC25%
%%Fe%(ound%evidenCe%in%(avor%o(%t2e%existenCe%o(%(our%ConQeCtured%(au3t% 3inks%Pand%

an%additiona3% t?o%?it2%?eak%evidenCeb%and%six% (au3t% 3inks% t2at%?ere%not%ConQeCtured%
Pa33%re3ated%to%4ontro3hkoGiC%(au3tsb5%%Fe%2ave%a3read*%Capita3iMed%upon%t2e%disCover*%
o(% t2e% 4ontro3hkoGiC% (au3t% 3inks% P(or% ever*% )odu3e% t*peb% J*% auG)entinG% our% IK0%
C2eCk3ists5%

Table 7.%Mozilla Fault Types%

Iau3t% Ru)Jer% jerCentaGe%
Eata% ,Z% ,c5Zi%
4o)putationa3% ]% Wi%
4ontro3hkoGiC% aV% 53.4% 
.nter(aCe% ]% Wi%
User%inter(aCe% ]% Wi%
Ira)e?ork% a% T5Zi%
Kota3% cT% ,VVi%

Table 8.%Mozilla Module Types%

Modu3e%K*pes% Ru)Jer% jerCentaGe%
EataOCentriC% T% ,]5ci%
4o)putationa3O
CentriC%

W% 26.7% 

4ontro33er% ]% @Vi%
7ie?% T% ,]5ci%
.nteraCtion% ,% Z5Zi%
Error%&and3inG% ,% Z5Zi%
Environ)enta3%
setup%

a% ,Z5Zi%

Kota3% ZV% ,VVi%
%
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Fig. 25%Comparison of Fault Type Percentages%

Fe%Continue%?ork%on%t2e%(au3t%taxono)*%and%t2e%)odu3e%taxono)*%and%2ope%t2at%
ot2ers%?i33%assist%us%in%va3idatinG%and%i)provinG%t2e)5%%Fe%p3an%to%exa)ine%t2e%taxO
ono)ies%?it2%respeCt% to% t2e%oJQeCtOoriented%)et2odo3oG*5% %Fe%p3an% to%exa)ine% 3anO
GuaGes%suC2%as%kisp%t2at%provide%Contro3%aJstraCtion5%%Fe%a3so%are%not%ConvinCed%t2at%
t2e% (au3t% taxono)*% is% ort2oGona35% % <peCi(iCa33*-%?e% p3an% to% eva3uate%)ixedOpurpose%
)odu3es%in%t2e%Context%o(%t2e%(au3t%3ink%taxono)*5%[ur%taxono)ies%)iG2t%reNuire%taiO
3orinG%to%a%speCi(iC%do)ain%or%app3iCation-%suC2%as%rea3Oti)e%or%e)Jedded%s*ste)s-%as%
disCussed% in% S,TU5% %Fe% a3so% p3an% to% expand% t2e% (au3t% 3ink% ConCept% to% (au3t% C2ains5%%
Iau3ts% rare3*%oCCur% in% iso3ation5%K2e*%)a*%Je% re3ated% 3onGitudina33*%?it2in%a% re3ease%
Pe5G5-%a%desiGn%(au3t%3eads%to%a%Code%(au3tb%or%aCross%re3eases%Pe5G5-%inCo)p3ete%(au3t%reO
pairb5%Fe%re(er%to%t2ese%re3ations2ips%as%(au3t%C2ains5%%Fe%2ave%identi(ied%severa3%t*pes%
o(%(au3t%C2ains-%and%?i33%Continue%our%?ork%in%t2is%area5%K2e%u3ti)ate%Goa3%o(%t2is%?ork%
is%to%identi(*%eva3uation%teC2niNues%t2at%Can%take%advantaGe%o(%our%kno?3edGe%o(%(au3t%
C2ains%to%prevent%or%deteCt%(au3ts%as%ear3*%as%possiJ3e5%%K2at%?i33%assist%us%in%deve3opO
inG%re3iaJ3e-%t2ouG2%Co)p3ex-%so(t?are%s*ste)s5%
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